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I ;Donde estamos?

. Estamos excluidos
- Mapa ataques
http://map.norsecorp.com/vl/
- Somos victimas pasivas
- No hay regulacion
- Vivimos con 20 anos de retraso



http://map.norsecorp.com/v1/
http://map.norsecorp.com/v1/

I Riesgos

e SOMOS consumidores

— De peligros

— No tenemos cultura digital

— No hay control a ningun nivel

— No tenemos legislacion actualizada

— No tenemaos Instituciones
actualizadas

— NO tenemos técnicos con
habilidades necesarias



Mercado negro

. Toda data (meta data) se vende y
tiene precio

User clicks a malicious link The link is usually tied to a TDS The user's computer will then
that redirects the user either receive the right exploit/s based
based on his country of origin on the TDS's findings

(GeolP), OS, or browser to a
certain malicious page



I Mercado negro

e [royanos
e EXxploits
e Rootkits
e Trafico
e Crypters
e Documentos falsos
e Tarjetas de credito robadas y otras
credenciales
Precios $$$



Mercado corporativo
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I Mercado corporativo

. ¢, Que venden?
- Presentaciones
- Catalogos
- Videos promocionales



I Mercado Corporativo

. ¢,A quién venden?



I Mercado Corporativo
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Country Name
Australa Australian Federal Police
Azerbaijan Ministry of National Defence
Behrain Behraan
Chile Polkia de mvestigation
Colomb Policla Nacional intelligenda
Ecuador Seg. National de intelligencia
£gypt Min. Of Difence

hiop Inft i rk Security Agency
Hondurass Hera Project - NICE
K lragl Kurdistan lracheno
Kazakistan National Security Office
Malay laysia AntiCorruption C
Malaysa Malaysia Intelligene
Maloyss Prime Mirister Office
Mexco Palice
Mexico Durango State Government
Mexico Queretaro State Government
Mexico Puebla State Government
Mex<o Maxico Policr
Mexco Mexico Navy
Maexico Army Mexico
Mexico Polkia Federal
Mexico Procuradoria General De Justicia
Maxico Campeche State G
Mexco Seg. National de Gobernacion (CISEN)
Mexco State Government Baja California
Mexico TaumalipasState Government
Mewco Yucatan State Government
Mongoka ind, Authoirty Anti Corruption
Morocco Minister of interior
Morocco Intelligence Agency
Ngeris Bayeisa Government
Oman Excellence Tech group Oman
Panama President Security Office
Russia Intelligence Xvant Sesearch
Seudi Arabia General Intellgence Presidency
Seuds Arabia Minister of Difence
Saudi Arabla G | inteligence O

% nfo Devel Agency
South Korea The Army South Korea
Sudan Nationad Inteligence Security Service
Thailand Thai Police - Dep. Of Correctoin
Tunisia Tunisis ([demo)
Turkey Turkish Police
UAE Minister of interior
VAE UAE Air Foree
UsA Dep.of Dufence
Usa Drug Enforcement Agency
UsA F81- USa
Urbekistan National Security Service

Maintenance Status

Expired
6/30/15 Active
5/5/15 Not Active
12/10/18 Dedwvery scheduled (end of ber)
10/30/16 Active
10/30/16 Active
12/31/14 Active
10/31/15 Active
4/30/15 Actve
6/30/15 Active
12/31/14 Active
1/31/14 Expired
12/31/14 Active
3/31/15 Active
Expired
11/30/15 Active
3/31/14 Expired
7/31/14 Expired
Expired
Expired
3/31/15 Not Active
Expired
12/31/14 Active
6/30/14 Expired
12/31/14 Active
/21715 Active
T20/15 Actve
11/30/15 Active
6/3/15 Active
12/31/14 Active
12/31/14 Actve
11/30/13 Expired
12/31/14 Active
5/31/14 Expired
11/30/14 Not officially supported
12/31/15 Active
15/15 Active
6/1/15 Active
2/28/15 Active
12/31/14 Active
12/31/14 Not officialy supported
7/31/14 Expired
7/3/11 Expired
11/10/14 Active
12/31/14 Active
5/31/15 Active
Nat Active
12/31/14 Active
6/30/15 Actve
1/31/15 Active

Negotiation

double theck
Yo be delvered

Renewal in peogress (December 2014)
Addntional sales in progress

Renewal in progress (December 2014)
Renewal in progress {December 2014)
Renewal in progress (December 2014)

Delvered in Novernber 2014
Expired - Not renewed
Renewal in progress (December 2014)

To be installed by the chent. Tralming in Cecember

Renewal in progress [December 2014)
Expired - Not renewed
Renews! in progress [December 2014)

Delivered in Novermnber 2014

Renewal in progress (December 2014)
Renewsl in progress [December 2014)
Expired - Not renewed

Renewal in progress {December 2014)
Expired - Not renewed

Not supported (until expiration of the license)

Renewal in progress [December 2014)

Renewal in progress (December 2014)

Not supported (until expication of the license)
Expired - Not renewed

Expired - Not renewed

Renewal in progress (December 2014)
Renewal In progress (December 2014)

Renewa! in progress (December 2014)
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I Esquema de seguridad

. Tomar conciencia de que es
sensible (informacion, personas)

. Ahora — futuro

. Escriba un plan

. No deje de actualizar el plan



I Herramientas

. Correo seguro
- Riseup.net
- Listas de correo
- Archivos compartidos



Gracilas



. Licencia

. Puedes, copiar, modificar o distribuir esta
presentacion bajo los términos creative
commons 3.0 compartir igual. Todas la

Imagenes son de commons.wikimedia.org

excepto donde indique lo contrario

@creative
commons




